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Overview of OSCOR 5.0

The newly released version 5.0 of the OSCOR firmware has been designated as the OSCOR 5000 "E"
(Enhanced) and brings significant updates including a high-speed USB port for PC connection, faster
spectrum analyzer sweeping speed, a backlit display, and improved functionality.

The new OPC 5.0 software combined with the USB port provides the ability to store and compare
multiple Peak Traces from previous sweeps, adjacent rooms, and real-time OSCOR data. This high-
resolution data is easily manipulated for analysis.

b Software Installation

P USB Driver Installation

k Introduction to OPC 5.0

F Quick Start Guide

P Recommended Procedure

OPC 5.0 Information > www.reiusa.net/opc5

OSCOR OMNI SPECTRAL CORRELATOR is a registered trademark of Research Electronics International.

Any product or brand names contained in this manual are used only for identification purposes and are trademarks or
registered trademarks of their respective holders.

See our website at www.reiusa.net

Copyright 2004 Research Electronics International. All rights reserved.
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Introduction to Trace Analysis

The new OPC OSCOR 5.0 software was specifically designed for sophisticated RF trace analysis and RF
mapping. The ambient frequency spectrum continues to be a dynamically changing environment. From small
towns to big cities, new signals are appearing almost daily. These signals include intermittent analog signals
such as police and taxi radios, digital pagers and mobile phones such as GSM, CDMA, PCS, etc. Wi-Fi wireless
LANSs, blue tooth, and new technologies such as Ultra-Wide Band (UWB) are on the way.

In order to address this changing RF spectrum, REI has developed a new methodology and new software. The
new OPC OSCOR 5.0 Software and USB Interface provides real-time download of all frequency step data from
the OSCOR TSCM Spectrum Analyzer. This means that as the OSCOR sweeps across the Whip Hi, Discone,
and MDC antennas (5MHz to 21GHz) the spectrum comprising of 120,000 data points is transferred to the PC for
high-resolution display and storage.

This provides the capability to store spectrum trace analysis data from multiple locations or from different times in
order to perform detailed high-resolution trace analysis comparisons. In other words, you can capture RF
spectrum trace data from a friendly location such as the parking lot or outside of the target sweep area, and from
multiple locations from within the target building. Then, these trace spectrums can be compared to determine if
transmissions are emanating from certain locations within a building, and thus provide an accurate RF map of a
facility. Furthermore, the OPC software provides the ability to capture trace data in the same location at different
times. For example, you can compare the Peak Trace data that was captured last month with a current Peak
capture to see if any new signals have been brought into the environment.

Trace analysis is done primarily using Peak Trace data, which ensures that if energy has been encountered from
an intermittent transmitter such as a Frequency Hopper or a Burst (packet) transmitter, then the evidence and
signal level of these transmissions is easily captured and compared using a difference spectrum.

The new trace analysis functionality built into the OSCOR and OPC 5.0 Software provides a new level of
comparability to rapidly identify very sophisticated transmissions, and provides an accurate indication of whether
a transmission is emanating from within an area of concern.
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Installation

Installing your OPC is a simple, two-step process: installing the application and USB drivers.
Installation from supplied CDROM or DOWNLOAD

1. If the CDROM does not start automatically, run the fle OPCSETUP.exe.
If installing from a download, run OPCSETUP_06.exe (the filename may not match exactly)

a. Answer all installation questions, choosing the default or typical when available. Click IGNORE if Setup
indicates a file not found or is in use.

b. Read any instructions offered during the installation. You may be required to update your USB drivers.
2. Upon completion, connect your OSCOR and install the USB drivers

a. Unless otherwise noted, you are not required to install the USB drivers when reinstalling

Recommended PC System

Pentium Il Processor or higher

Processor speed of at least 500 MHz

64 MB of RAM

Sound Card with stereo "line in" input for audio
Windows 98, 2000, or XP (NT is not supported)
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Installation of USB drivers for OSCOR

These instructions are for Windows XP.
Installation under Windows 98/ME/2000 is similar, but not necessarily identical.

OSCOR USB drivers are made up of two (2) parts.

The procedure below may have to be duplicated for each device found. (REI USB Device & REI UART to USB
Controller)

1. Connect the OSCOR USB cable to an available port on your PC
OSCOR does not need to be turned on for USB installation

The New Hardware Found Wizard should appear

3. Select "Install from a list or specific location (Advanced)"
then click the [Next >] button.

4. Select "Search for the best driver in these locations"
Check "Include this location in the search:"
Use the [Browse] button to find the USB folder
(Usually C:\Program Files\RENOSCOR\USB,
unless you chose a different folder when you installed the software)
Click [OK]

Click the [Next >] button.

6. The wizard should have found the software....
This dialog warns you that the driver has not been signed by Microsoft;
You're going to have to click the [Continue Anyway] button.

7. Click the [Finish] button to complete the installation.
At this point, you may run the Application: Program > OSCOR 5.0 > OSC5000E
Your OSCOR should appear in the bottom of the application as shown in the 5.0 Layout.
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Application Layout

To the right is a screenshot of OPC 5.0. This is what you may expect to
see when you first run the application.

Note: Your screen will look different if your OSCOR is not connected to
your PC.

If this is the case, you may connect your OSCOR to an available USB port,
and the select Scan for OSCORs from the main Menu. If you have not yet
installed the USB drivers, please close the OPC5000E application and
install them first.

The application is arranged in four (4) major zones (or windows).
The 4™ window, Signal List may be open closed as needed.

When OSCOR is absent the OSCOR control window will be removed.

<Job Management

Trace Anaiysis Window

DSCOR Control Window
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Job Management

OPC 5.0 is organized by Jobs. The Job is defined by *.OPCJob file
which stores information about Traces, Signals & Spans as well as

printer settings and colors chosen for items within the Job.

A job may contain Data from File, Live
OSCOR Data or both, as well as data
from multiple OSCORs simultaneously.

The Job file stores the relevant
information about Trace sources, and
all the settings of the Trace Analysis
Window and application state.

Current Job
Connected OSCOR

OSCOR Peak Memory

kD=E S mEm

OPC-TEST-1
E----J Qzcor 1224
E! RF Traces

OSCOR Friendly Memory
OSCOR RealTime

I Peak
0D Friendly

« o []l ResITime

OSCOR Signal Database

Files saved On PC
Historical Peak Traces

. 5 E Sigral List
------ ] signals
=-{_] Files

Historical Friendly Traces

Historical Signal Lists

£ ~. RF Trace Files
. [l TEST-DAY1 Peak
...... L[Jlk TEST-DAYZ Pesk

E -. RF Friendly Reference Trace Files
- W TEST-DAY1_Friendly
— -E Signal Files

Difference Mode On/Off

Difference Display Style ——

Traces Compared

------ L)AL TEST-DAYT _SIGHALS
------ |:|. TEST-DaY 2 _SIGHNALS

<] | ]

=TYLE Stardand |- I
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Starting OPC

When the OPC software is activated, you will be presented a screen where you have the options to start a new job, open an

existing job or open the last job saved.
2% click on the New Job Button on the splash screen.

{El About DPC-5000

Biuiled : 5.02.01

ADVANCED SPECTRUM ANALYSIS

Open Jokb

CORE-OPCEMG-DEFTYOPC-TEST-1 .OPCak Last Job

=z

Check far Updates

hiralo




OPC s

Creating a New Job

When creating a new job from within the application a
dialogue box will prompt you to save the current job and unsaved data.

Newdob x|

The current job has unsaved data.
Click Yes to save existing data before loading new job,

Mo | Cancel |

Choosing No to discard all changes to current Job, and choosing Cancel will return you to the Current Job.

Choosing Yes will invoke the save job dialog.
Upon saving the current job you will then be prompted to enter information for the new job.

x

—dJoh Detail=
Job Mame: ITegtJDh']
Job Folder: |C:1Dn:u::uments and Settings'robihy Documerts RE-OPC |:I|
CWYnEr: |R'|,.n.,r
Test Job =]
De=cription: LI

o |

Enter your Job Name.

This will be saved in the folder specified. E.g. TestJob1.OPCjob
Select a Folder.

You may optionally record your name and a description of your job.
This information can be edited later when saving the job, or editing job properties.

=] Click OK to continue
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Saving a Job / Saving Data

To save a job:

2| choose File > Save from the main menu, or Click the Save Button on the toolbar. @ Egﬂ @

File Wiew OSCOR  Help

e Job

Open

Save Job E

Save Job As

Prink
Page Setup an
Reset Defaults 3”‘?"-"

BElTime
E:xik
& Save Job x|
—dJob Detail=
Job Mame: I:ENG-TEST1
Job Folder: |D:'IREI-OPC'IENG-DEPT'@FFICEI QI
Crymer: |R‘I.:“J
EMG-TEZT1 Job. Test job for OPC documentation and diagnostics. :I
De=scription: LI
—Include
The following checked tems have changed since last save. Show Modified ltems Orly  + |
Uncheck item to skip save, of edit name to save to new file.

Hame | [rata Tupe | D estination |
ENG-TEST'I QPC Job File D:AREI-OPCWEM...
JMMNAMED_OSCOR-1736 OSCOR Peak Tr... | DAREIFOPCMEM...
JMMAMED_OSCOR-1736 QSCOR Frnd Tra... | D:AREIFOPCMEM...
JMMAMED_OSCOR-1736 QSCOR Signal List | D:AREIFOPCAEM...
JMMAMED_OSCOR-1736 OSCOR Span List | D:AREIFOPCALEM...

Create a name of all showwn
OZCOR tems bazed on this text: SRS Sl

5 nt job?
Fefresh | SR I Save | Cancel

In the dialog above you have the option to automatically save associated data from the OSCOR to your PC.
This process will add selected data to the job under the File node. You may set a prefix to all files to ensure unique
identification of the data for later historical purposes.

If you do not wish to save updated OSCOR data to the job, simply uncheck the items to exclude.
Files save automatically are placed in the job folder with the names set above.
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Saving Trace and Signal Data From OSCOR

To manually Save Traces and Signal Databases from OSCOR to your PC,
e Right-click on the item under the OSCOR node in the Job Management window and click Save.

TEST3

Bl Oscor 1224
EI . RF Traces

: = Frint thiz
B E Signal Li
[ Sid [ Calar
=-_] Files Properties
RF Trace
[ RF Frienal 4 Help 3
o Bl Signal Files

Importing Historical Data
In the Job Management window, historical data (any data saved on the PC), can be added for analysis & printing.

I Right-Click on RF Traces, RF Friendly Reference Trace Files or Signal Files and click Open.

TESTR

S Oscor 1224
EI. RF Traces
i ]l Peak

. Friendly
------ [#] Lk RealTime

EI E Signal List
------ ] B signals
8- l:| Files

EI----. RF Trace Fil

Help

=Ty

EI E Signal Files
------ 1A TESTI_SIGMALS

This will launch the File Open dialog where you can browse for the type and location of the file.
When opening and external File, OPC will use the color last set for that file. If no color information is found, a

color will be sequentially assigned from the internal palette.

10
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Converting 4.0 Database to 5.0

OPC includes a Batch file conversion tool capable of batch converting multiple OPC 4.0 Signal Lists to version 5.0.
To access the application, go to your start menu under Program Files/OSCOR 5.0/Tools.

=] Click on OPC 5.0 Batch Converter.

&%= OPC File Conversion Utility

f F{ l:l'U'E'REEEr:lrch Electronics International
=1 0OPC Database Conversion Utility

Chonoze
£ ] e _CFVETEION
Type

Select Set Corert
Source Files Drestination Selected Files
Falder

File

| Path |

Large Databaze.opo
E=ample Sweep May 37 opo
FF&P 4 Feb 2001 .0pc

Frd 170 MHZ opc

Fid4 Broadzast Friendly.opc
Fi4 Broadzast.opo

Full Friendly. opc

Exarmple Friendly bMay 37.0pc

C:ADocuments and Settingzhrobhky Documentz\OPCA. Ohs.
C:ADocuments and Settingshrobhhy Documentz\OFPCA. Ohs. .
C:ADocuments and SettingshrobiMy DocumentshOPC4. 0hs.
C:hDocuments and Settingshrabhhy Documents \OPCA. Ohs.
C:ADocuments and Settingzhrobhky Documentz\OFPCA. Ohs.
C:ADocuments and Settingshrobhhy Documentz\OFPCA. Ohs. .
C:ADocuments and SettingshrobiMy DocumentshOPC4. 0hs.
C:hDocuments and Settingshrabhhy Documents \OPCA. Ohs.

Rezearch Electronics [ntl € 2005 - OPC Databasze Coversion Tool [ werzion 5.01.03 ]

Select Files....

Clear Lizt

Hest...

) Select Files to convert then click next.

2| choose a destination directory.
2| click convert.

11
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Removing Historical Data From a Job

Historical data that has been added to the Files section can be removed or deleted by right clicking on the file.
TEST3

S Oscor 1224

EI RF Traces

I reak

@ Friendly

Lt RealTime

= Signal List

=-_] Files

= RF Trace Files

- [ TEST2_Peak
-l TESTI pe=
5[] RF Friendly Ref ék Upload to 0SCOR [1224]
[ TesTs_| [HSave

EE Signal Files @ Save Az Copy...

e from Jaob
2 Delete File
% Print thiz Trace...

[0 Calar
Froperties

] Help

2| Click Remove;

This does not permanently delete a file from your computer, it only removes from the current job.

To delete a file permanently:
22| Click Delete from the context menu.

12
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Trace Analysis

The TRACE ANALYSIS window is where the high-resolution sweep
data obtained from OSCOR is displayed and compared.

Multiple Traces can be visible here at one time not including the
difference Trace. These sources will be chosen from live connected
OSCOR'’s and Historical Traces that are added from File.

The Trace Analysis Window allows you to navigate any combination
of sweep data and show differences between selected Traces as
well as displaying overlaid markers indicating frequencies identified
in the active Signal Database.

You may also split the Trace into multiple bands to aid in view large
spans on one screen. Any arrangement of Trace data and difference
Traces can be printed in very high resolution.

13
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Working with Traces

Viewing Traces
When the check box next to a signal is selected it becomes visible and is then added to the list of valid difference sources.

SeENG-TEST

¥ Oscor 1736

=M RF Traces
OSCOR Peak Memory - [ Pesk
0SCOR Friendly Memory [ Friendly
OSCOR RealTime —m8 — i . ]k ReslTime

Changing Trace Colors

= Right-Click the item in the Job Management Window and choose Change Color.

TEST3

B Oscor 1224
EI . RF Traces

. Lt RealTime

Zignal List
------ i [#]  Signals
B- l:| Files
EI . RF Trace Filez
) %Uplnad to OSCOR [1224]
Save
@ Save fz Copy...
s Remaove from Job
= Delete File

& Frinit this Trace. .

Froperties

] Help

14
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Comparing Data With Difference Mode

As Trace files are loaded into OPC, the also appear below the Difference mode selector.
A Trace must be selected in order to be available for comparison.

If Difference mode is selected, the OPC software will display the difference between two of the available trace files.
This can be displayed in one of four different methods: Standard, Centerline, Top Down, or Difference Only.

The display of the difference mode will depend on the order of comparison. The OSCOR only allows a certain
method of comparison, Peak minus Realtime, for example. The OPC software will allow you to compare data in any
order that you prefer. You can choose the order the files will be compared in by clicking on the file and changing its’
order from 1% to 2", By doing this, it is possible to invert the magnitude of difference and in some cases the

difference trace may not be properly displayed. If it appears that the difference trace is out of view you should
change the polarity of the selected traces.

DIFFEREMCE

=TYLE Standard | I
QSCOR 1224-peak - OSCOR 1224-frnd
W

W
r QZCOR 1224-real
I TEST3_Peak peak

The Standard method is comparable to what is built into the OSCOR. The two trace files are superimposed on the
screen, with the difference between the two offset slightly to the bottom.

The Centerline method will move the difference display up to the center of the trace display.

The Top Down method will move the difference display up to the top of the display, which is useful when the
difference is inverted and not properly displayed as mentioned above.

The Difference Only method will display only the difference and not the original two trace files.

15
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Displaying Signal Markers

=  The OPC software will now display a symbol wherever a signal has been stored.
= This symbol is at the peak of the stored RSSI value.

Signal Marker

= Right clicking on a signal node in the tree and selecting change color can change the color of the signal marker.

TEST3

B Oscor 1224
= [fl RF Traces
L[] Pesk
1M Friendly
P ]t RealTime
= @ Signal List
------ ] signals -+———— Flace a check next to
8- _| Filez Signal Databases to show

E, E RF Trace Files markers over Traces.
L [l. TEST2_Peak

16
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Synchronizing Trace Window to an OSCOR

=  The trace data window is a static display of traces collected by the OSCOR unless the OPC software and the
OSCOR are synchronized.

= By 'right clicking’ on the trace display widow and selecting "Lock to OSCOR", you are synchronizing the trace display
window and the OSCOR. The Trace display window will now continuously update in near real-time.

{ﬂZDDm In

(=) Zoom Out
{E‘lZan kdin
IEﬂznum All

== Lock to O5COR

Ty Text Color
4 Background Color
PR Differenice Color

Copy Graph...

[ Help

= This can also be selected on the main menu by toggling the button at the top of the trace data window.
@al@ DB |8 -| = Locked | 7 AF bard [+ | W0 1500 HHz | -] wihip [~

Changing Frequency Range of a Graph
The frequency range displayed in the trace data window can be changed by one of four methods.
= In the upper menu, under Zoom, you can select to zoom in or out.
=  The magnifying glass buttons will also allow control of zoom.
@|@f| (]:Tc:)| B - ¥ | @ Locked AL bard [~ 50 q500kHz |+ ] witip [
= You can also ‘right-click’ and select whether to zoom in or out.
= You may also click & drag your mouse to control the zoom.

o Position the cursor over one end of the frequency span you wish to view, hold down the left mouse button
and drag the cursor to the other end of your span, and release. You will now zoom in to the selected
frequency range.

17
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Uploading Data to OSCOR Memory

Data may be sent to the OSCOR from the OPC by either selecting OSCOR from the top text toolbar and choosing between
Send signals, spans or all.

]k TESTS_Friendly
&l Signal Files
o[ A TEST3_SIGHALS
[v] B uly

-T |pload to OSCOR [1224]

) Save
ﬁ:j Save Az Copy...

a=a Remaove from.Job

“. Delete File

&5 Print this List...

g Classify
q% Merge Checked Signal Lists

1 Colar
Froperties

[ Help

a- _| Filez
= [f RF Trace Files
; 1M TESTZ Peak

# =ignal Files
[] 4 TEST ﬁEﬂlSave Az Copy...

...... o [#] 8 July2| +=s Remove from Job
< Delete File

& Print this Trace. .

[T Color
Froperties

E Help

2] you can also use the Load Items From Disk function in the OSCOR Data Command Toolbar.

N you have opened a signal list from a PC file, you can also ‘right click’ on the file and select "Upload" and it will send
signals to the OSCOR.

18



QPCVE.UE Resesroch Electronios Internations

Signal Lists

The Signal List Window allows viewing and recall of Frequencies
through the connected OSCOR as well editing Signal Data.

Like OPC 4.0 you may edit the Threat Level, add Comments and
Classify frequencies using the ITU & FCC frequency band plans.

In addition OPC 5.0 allows you to merge signals from multiple
databases and save it as a new database. It can then be uploaded
back to OSCOR, or referenced by other Jobs.

=
=
=

19
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Viewing Signals
=  The Signal Database Window can be shown or hidden by clicking the Signal Button in the Job Management Toolbar.
Double-Clicking on a Signal Database Node in the Tree will have the same effect.

=  Once the Window is open, you can switch between different databases by clicking on the Signal Node in the Tree, or
by selecting the source in from within the Signal Window.
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C L] Peak Signal Window
. Friendly
- L[] ReslTime
= E Signal List
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=] Files
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1 RFLoop Attn Off 3540 kHz | Friendly :
Double-Click Signal Database : 15 kHz | Attn Off 47 20 kHz Friendlf.-' I
to switch bebtween sources. 13 kHz | Attn Off 7220 kHz | Friendly
or FilLoop 13 kHz | Attn Off 94.00 kHz | Friendly
Select source from Signal Window. 11 RFiLoop Al 15 kHz | Attn Off 103.60 kHz | Friendly
4 | |ﬂ I RFloop | &M 15 kHz | Attn Off 128 60 kHz | Friendly
I RFLoop | AM 15 kHz | Attn Off 147 20 kHz | Friendly
I RFLoop | Al 15 kHz | Attn Off 17480 kHz | Friendly
1 RFLoop | Ak 15 kHz | Attn Off 179.40 kHz | Friendly
1 RFLoop | Ak 15 kHz | Attn Off 1935.60 kHz | Friendly
I RFiLoop Al 15 kHz | Attn Off 207 B0 kHz | Friendly
I RFloop | oM 15 kHz | Attn Off 22220 kHz | Friendly
d RFloop | A 15 kHz | Attn Off 25060 kHz | Friendly
3 RFloop | A 15 kHz | Attn Off 27660 kHz | Friendly
ol
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Editing Signals
Signals may be sorted by any of the categories of collected data.
The Threat status may be edited and you may enter custom comments for any of the signals listed.

To edit the Threat status or Comments, Right Click or Double Click the row you wish to modify.
If you wish to edit multiple rows simultaneously, you must right click to access the edit menu.

If you are editing OSCOR’s signal list, the changes are sent in real time to OSCOR.

You may filter the list to show only specific categories using the filter button in the toolbar.

&
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@ RFloop | AM 15kHz | A&ttn Off 3es00kHz | Fr| ® Threatd 005 &:02:00 &M 1 Loaded Friendly
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@ RFioop | AM 15KHz | &ftn Off 44380 Kz | PSSt 005 5:02:00 21 1 Loaded Friendly
H REpshipl | AM 15KHz | Aftn Off 984 80 kHz | F LECIEr 005 5:03:00 A0 1 Loasded Friendly
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Frequency Classification

= You can apply the Frequency Classification by right clicking on the Signal List or on the Signal list in the Job Tree.

= OPC 5.0 also supports the use of custom classification files, which you can select in the Classify dialog.

| Right-Click on the signal File in the Job Navigation Window or the Signal Window, choose Classify.

X

[+ Baze Classification

[ Custom Classification

I 57| 1TU Classification Map

Select Country

Cancel |

Wiew b ap

EAdze

Cancel
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Merging Signals

Multiple signal lists can be combined into one list by using the merge function.

=  To merge signal lists, ‘right-click’ on a signal list and select "Merge Signal Lists".
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-] A [TES
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------ 18 Juy] — loop | &M S kHz | Attn Off 94 00 kHz
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> R loop | am Merge Checked Signal Lists 17 50 kHz
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_ Lo Al 15 kHz  Aftnooff 174,80 kHz
. Delete File loop | A 15 kHz | Attn Off 17940 kHz
& Pink this List... loop 15 kHz | &ttn Off 193.60 kHz
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m , 15 kHz | Attn Off 250.60 kHz
% Merge Checked Signal Lists e
FERENCE e e Ry 15kHz | Attn Off 276 50 kHz
E =1 [ Color loop | &M 15 kHz | &ttn Off 297 .20 kHz
. _ loop | A 15 kHz | &ttn Off 365.00 kHz
Properties loop | A 15 kHz | Attn Off 369 .40 kHz
£ Help loop | &M 15 kHz | &ttn Off 443,50 kHz
R 15 kHz | &ttn Off 994.50 kHz
|.= RFE hahinl Aohd 15 LH-+ AHe T 4 NAR k-~
DSCOR 1224-real P

= If the same signal exists in each database, the signal with the strongest RSSI value will be kept.

= Signals that are Checked In the Job Tree are included in the merge function.
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Uploading Signals
I Right-Click on the Signal File that you wish to upload to OSCOR and click Upload.

]k TESTS_Friendly
&l Signal Files

------ [] A TEST3_SIGNALS

o o] [ iy

a5 0 pnl::n-an:l to OSCOR [1224]
Save
E Save Az Copy...
a=a Remaove from.Job
«. Delete File
&5 Print this List...

g Classify
q% Merge Checked Signal Lists

1 Colar
Froperties

[ Help

Saving Signals

Signals may be saved in one of three methods: When a Job is saved, the signal list is also saved, under the Job Management
section, if you 'right click' on a signal list, you may save, and in the OSCOR Data Command Toolbar using the "Save Items to
Disk" icon. Signals are saved as a *.signal file.

To manually Save Signal Databases from OSCOR to your PC,

| Right-click on the signal file node in the Job Management window and click Save.
TEST3

=g Oscor 1224

=- [l RF Traces

RS =

-]l Fri

o L Re EhPrint thiz

&I Signal Li
i B =i [ Calar
&-{_] Files Properties

RF Trace

Q Help L.
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OSCOR Control

The OSCOR Control window provides nearly all the functionality
available within the OSCOR itself. The layout contains familiar
buttons and commands to communicate with the OSCOR.

The main part of the display (to the left) mimics most of the OSCOR
screens. The Traces are color coded to match colors set in the job.

The right panel contains options available within each method
(sweep, analyze, etc)

Connecting to an OSCOR

If the OSCOR has been connected to the PC prior to activating the software, the software will automatically detect the
OSCOR when it starts up. When the software has been started before the OSCOR has been connected, you will need to tell
the OPC software to look for the OSCOR.

2] Click OSCOR > Scan USB Ports For OSCOR’s.

| DSCOR  Help

Retrieve Spans from GSCOR
Retrieve Signals from GSCoR
Retrieve Traces from OSC0R

Retrieve &l fram OEC0R

Configure DEE0

acan
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Controlling OSCOR

Most of the OSCOR'’s functions can be controlled with the OPC software. The main functions are: SWEEP, ANALYZE,
CORRELATE, SPECT (spectral analysis), SPAN LIST, SIGNALS, and the AUTO / MANUAL selector.

OSCDOR title Bar

Hide,/Show OSCOR Control
OSCOR Display OSCOR Function Keys OSCOR Method Freq. Control OSCOR Commands
Method Options

OSCOR 1736 | | v | | 2|
. 1505 000 ESC Al E[eP 28 [l
CORRELATE

bemomy -~ ———  Show Traces

Sh:nre_l [ Friendly
Edit _I v Realtime

U 43

MORR 2N

QSCOR # 1736|| Manual

EP|Span: 1500.0000 MHz|Cursor; ¥55.0000 MHz

When the OSCOR is initially connected to the OPC software, it will automatically synchronize its' data with the PC. All signals,
traces and spans will be transferred to the PC. Using the OSCOR Command Toolbar and Pressing the "Retrieve Items From
OSCOR" hutton can also retrieve data by selecting the type of data you would like to receive.

Data may be sent to the OSCOR from the OPC by either selecting OSCOR from the top text toolbar and choosing between
Send signals, spans or all.

You can also use the Load Items From Disk function in the OSCOR Data Command Toolbar. If you have opened a signal list
from a PC file, you can ‘right click’ on the file and select "Upload" and it will send signals to the OSCOR.

To erase individual signals from the OSCOR using the OPC software, you can select a signal or group of signals and press the
delete key on your keyboard.

You may use the "Erase Items in OSCOR" button from the OSCOR Data Command Toolbar to delete an entire Signals
Database.
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Printing Traces
Once you have setup your print options, you can ‘right-click’ on the traces listed in the Job Management section and select
"print". This will print a graphic image of the Trace Display Window showing the trace file you have selected.

=] Files

EI RF Trace Files
¢ []I8 TEST2_ Peak

- [ TEST3_Pesk
& [ RF Friendly Refe| @k Upload to OSCOR [1224]

“CJ I TEST3_Fy I save

&5 [ Signal Files
b b TEST3_S @SEIVE Az EDFI_','

[ July21-8) S Remove from Job
. Delete File

= Print this Trace...

[T Calar
Properties

g Help

Page Setup

All print options are controlled in the Page Setup option in the OSCOR Data Command Toolbar under the "Print Item" icon or
under the "File" text menu at the top of the page.

Z: Print Report

— Repart Dezign — Duplex
Feport Title: ITESTS % Momal [ho duples]
Include these pages in repaort; Show ir fooker: € Short-edge b_md_mg
¥ Traces Configure. .. v Data Source " Long:edge binding
v Signals Configure... v Page Numbers — Copies
Mumber of -
[ternz checked in job tree will be included on & Fage Setup | Copies 1 z
relevant pages.
— [ | Callate
— Printer

-

Marne: Wilew 1eiyBICOH LASER A
Traw Auto Tray Select j Froperties | & Print | Cancel |E

From the Page Setup, you can select whether to print Signals (and which information you want to include in the print)
and/or Traces and whether or not you want to include signal points over the Traces, as well as other standard print

options.
When "Print" is selected it will print the "Job" which is all data that you have selected in the "Page Setup” menu.
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RF Trace Analysis Primer

By Thomas H. Jones, REI General Manager
June 21, 2005

Abstract

REI has developed a new detection technology called Trace Analysis for identifying and locating
RF signals associated with espionage related surveillance devices. These analysis techniques
have been developed and optimized primarily in the firmware and software associated with the
OSCOR 5000E (Omni-Spectral Correlator) and the OSCOR PC software. This document is
intended to be non-technical for quick understanding of the basic principles, but some limited
technical points are included for completeness. The main goal is to explain the basic concepts
using a real world example and screen shots taken from the OPC software.

Background: Understanding of RF Propagation Loss

RF propagation loss refers to the RF energy loss associated with distance; as the distance from
a transmitter increases, the RF energy decreases. The reverse is also true: as you get closer to
a transmitter, the RF energy increases.

The most basic and simplest theory is often called Inverse Square law theory. Additional
information on the Inverse Squares Law can be found in Appendix A of this report.

In mathematical terms, as the distance from the transmitter is increased, the received power
decreases with the square of the distance. More importantly, in the most useful terms for TSCM,
if you half the distance to a transmitter, the signal level increase is quadrupled.

Therefore, getting close to a transmitter provides tremendous advantage to detecting
threatening transmitters; this is a fundamental principle in Trace Analysis Methodology.

Note: The Inverse Square law theory works well in large open fields or ideal laboratory settings. However, in
practice (particularly indoors) RF propagation loss is affected by many factors as the RF energy may be absorbed,
scattered, or attenuated as it comes in contact with surfaces such as metal, masonry and brick, wood, glass, etc.
(see Appendix A). However, the relationship between RF energy and distance to the transmitter still provides a
tremendous advantage for TSCM purposes.
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Introduction to Trace Analysis

Before discussing the methodology of trace analysis, it is important to understand the OSCOR
concept of capturing a peak trace. The peak trace function is very similar to the Max Hold
function in most Spectrum Analyzers. However, there is a very important difference in how the
data is stored: in most Spectrum Analyzers, the Max Hold function is a memory buffer that is tied
to the Spectrum Analyzer display, and therefore, as long as the frequency range of the spectrum
analyzer is not changed, then the function will display the cumulative maximum graph of each
individual pass through the current frequency spectrum. This Max Hold data may be stored and
recalled later, but it is tied specifically to the current displayed frequency range, and is typically
lost when the frequency range or sweeping parameters are changed. However, the OSCOR
Peak Trace mode is tied to a memory buffer that covers the entire OSCOR frequency spectrum.
Therefore, regardless of the displayed frequency span, the Peak Trace Memory is always being
updated in the background. In other words, the OSCOR Peak Trace Mode is on all the time and
cannot be turned off with the exception that the memory buffer can be cleared (erased manually)
when entering a new environment. This functionality is a great improvement over basic Max
Hold concepts because it provides the ability to investigate and analyze suspicious portions of
the spectrum while maintaining and updating a single data file of the complete spectrum.

Hence the basic methodology of trace analysis relies on the process of capturing Peak Trace
data from different locations or from different times and performing spectrum comparisons to
look for anomalies.

Peak versus Friendly
The most basic method of trace analysis is a basic 2-step process:

1. Capture a Friendly Trace at a safe -
distance from the target environment.
Typically this can be done in the parking =<
lot of the building at a reasonable distance
from the Target Room. This Peak Traceis |
called the Friendly Trace. This data |
should be captured for at least 5 minutes, ||
but better performance will be achieved
by increasing the Friendly Capture time.

2. Capture Peak Trace Data from the
Target Environment, and then compare
the differences between this trace data
and the Friendly Trace. Again, this trace
data should be captured for at least 5 |
minutes, but allowing the Peak captureto || |
run for longer times will increase reliability I
against intermittent signals such as burst Nl
or frequency hopping threats.
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The figure below shows actual Friendly and Peak Trace data that was taken from a building in
Dallas Texas. The Blue Color shows the Friendly Trace captured outside of the target sweep
area, and the Red shows the Peak Trace taken from inside the target building. In General, the
Friendly Trace should be larger or very close to the Peak Trace data.
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30



OPC.sc=

The figure below shows a zoomed in portion of the previous data to show some Friendly

signals. From this figure, it is easy to realize that the ambient RF signals are stronger outside the

building, and therefore, whenever the Friendly is greater than the Peak, there should be no

cause for concern.
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However, the figure below shows a different zoomed in portion of the spectrum. In this section of
the spectrum, there are several signals where the Peak is larger than the Friendly indicating a
larger signal strength inside the building (meaning these transmitters are likely emitting from
inside the building). Some of these signals are of no concern because they are expected in the
ambient environment due to the intermittent nature of the signals (such as mobile phones or
pagers), but others are actual threats. In this figure, these signals are readily identified and

labeled.
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RF Mapping Concepts

By collecting and storing Peak traces from multiple locations, the concept of trace analysis can
be extended to a method of RF mapping. RF mapping refers to the process of taking Peak trace
analysis data from different locations within a building and outside of a building and comparing
the trace data. In this approach, it is beneficial to have Friendly trace data, but it is not absolutely
necessary. This process may be more useful in high-rise buildings where it is not practical or
reliable to compare Friendly Traces at the street level to Peak Traces that are 3 or 4 stories up.
Furthermore, this process is extremely useful in getting a general idea about the direction from
which a signal is being transmitted.

In the example below, trace data was captured during a training exercise in Dallas Texas in 4
different rooms. This data was taken by simply moving the OSCOR to each room, clearing the
Peak Trace data, allowing the OSCOR to capture trace data for a few minutes, and storing the
Peak trace data to a computer using the OPC software before leaving each room. The entire
data collection process for this exercise took less than 1 hour and covered the frequency
spectrum from 5 MHz to 3 GHz. However, in a real situation, it is recommended that data be
collected in each room for at least 1 hour.

The map of this exercise (below) includes the locations of the OSCOR test points, 2 wireless
video/audio “bugs” hidden in the offices for training purposes, and one signal generator. These

video/audio signals contain FM modulated video with sub-carrier audio.
Outside Brick Wall

Ro;rr]_ | Room
W+ E PN |
L @LY
ﬂ Conference Interior

‘<’ Room wall

Mechanical

Room
|_Room 1l
N
\Qﬁgzdlll 3 :>

Outside Glass Wall

Break
Room

Interior
Wall

O 1013 MHz Wireless Camera

@ 914.8 MHz Wireless Camera

@ 771.05 MHz Signal from Signal Generator
& |Location of OSCOR for Trace Capture

33



OPC . sc=

In order to keep this document brief and address the example threats, this document will only

address a small portion of this spectrum from 700 MHz to 1100 MHz. A screen shot of the OPC

software is shown below with the trace data from the 4 rooms (not including the Conference

Room). This screen shot was taken using the OPC software and previously captured traces (no

OSCOR is connected at time of the screen shot), and with the analysis display set to 4 display
bands provide a detailed view of the spectrum.
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In a normal analysis, the process would be the following:

1.

If Friendly Trace data is available, inspect the difference between the target sweep area

Peak Trace Data and the Friendly Data to identify immediate signals/frequencies of

concern.

signal levels in the different rooms.
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Inspect the frequencies of concern by zooming in on these signals and comparing the
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The figure below is a Difference Only graph generated from the Room 3 data and the Friendly
spectrum. Room 3 was chosen as a starting point simply because it was the most centrally
located test point. It is very easy to see 4 distinct signals of concern. Using the pointer on the

OPC software, it is easy to quickly mark the signal frequencies as: 770, 827, 914, and 1013
MHz.

= Job Managem... (X ™TRACE ANALYSIS RF INPUTS | 1668
kel S WER RAE O B~ M- elnlocked Y AFband |+| B 1500MHz [+ | Wwhip |~

18 revapEample <636.3000 MHz

(] Files

& [l RF Trace Fles 953000MH  [138300MHz  Fo1400ONHz  [eB0a00MHz  PeBS00OMHz  [B40S00MHz  pOT.6000 WHE
1M RF My Room 1
[ RF May Room 2
RF Map Room 3
I RF Map Room &
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771 MHz 827 MHz
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72,2500 MHz 69,6000 MHz BO7 3500 MHz H24 9000 MHz B42.4500 MHz BE0.0000 MHz BT7.5500 MHz

B85.1000 MHz 0126500 MHz 030.2000 MHz
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| e Y TP S WY U [ Sropy, s B | Lk_..._-n._n_...

To further analyze these 4 signals, we would zoom in on these signals and examine the

additional trace data for each signal. The following sections examine each of these four signals
of concern.
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Signal 771 MHz

Zooming in on the first signal, we can compare the levels between the other rooms, and see that
Room 1 has the strongest level followed by , Room 3, and Room 4. Therefore, referring
back to the room diagram on page 6, it is easy to predict that the signal at 771MHz is either
coming from Room 1 or from some location East of Room 1.

2| RFMapExample (C:\Documents and Settings\Tom\My Documents\RE|-OPC\NewJob\RFMapExample.OPCJob) * E]@
File Wiew OSCOR Help

ob Mana z M TRACE ANALYSIS RF INPUTS | 120
EEEE : REE G B8

~ eaUnocked Y RFband +| M 3000MHz |- fip [+
F—— 760,500 WHz 769.7000 MHz 7754500 Mz
=[] Files
= [l RF Trace Fies CASO0MHZ  PERGOODMHr  FROADOONMHZ  [TOAOOOMMZ  [TOTO00MHZ  fTIO000MHZ  [713000MHz  [Te000MHZ  [71G000MHZ  [722000MHz

RF btap Room 1
[#]1M RF Map Room 2
RF Map Room 3
RF Map Room 4
] RFPeskRet
=} @ FF Friendly Reference Trace Files
1M RF Map Friendly
Signal Flles

/

/TN

In this case, the signal is actually coming from the Conference Room East of Room 1. In order
to determine the true location of the transmitter, it is necessary to use the OSCOR locator probe.
Since the signal was not detected in Room 1, additional trace data was taken directly east of
Room 1 in the Conference Room resulting in the data shown below:
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RF Map Room 1
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Since the Peak data was stronger in the Conference Room, the signal was then easily found
using the RF locator probe. Next we will move on to investigate the remaining 3 potentially

threatening signals.

Signal 827 MHz

The next signal to investigate had a frequency of 827 MHz. This signal is in the 850 MHz band
for US cell phones, and was inspected and discarded as a cell phone transmission. The screen
shot below shows several of these signals. The reason that these signals only appear in certain
rooms is that that transmissions only occurred while the OSCOR was located in those specific

rooms at that specific time.

% RFMapExample (C:\Documents and Settings\Tom\My Documents\REI-OPC\New Job\RFMapExample.OPCJob) * E@
File View OSCOR Help

* Job Managem... [X| ™ TRACE ANALYSIS RF INPUTS | 297 =]
| ®EE GO B M| eoUloked ¥ RFband -] I 3000MHz |- j -

=B23.0500 MHZ

RFMapExample 836.8500 MHz =
& (2] Files

=[] RF Trace Files 230500 Mz 237000 MHz 243500 MHz 25 0000 MHz 256500MHz  P253000MHz  p260s00MHz P27 BO00MHz  p28.2500WHz 26,8000 MRz

RF Map Room 1

IY RF Map Roam 2

FF Map Room 3

RF Map Room 4

F29 5500 Mt

RF Pesk Ref
= [l RF Friendly Reference Trace Files
I RF Map Friendly
Sigral Files

AI\ A AL _ﬁf\A/{ L AM/\ e

Next we will move on to investigate the remaining 2 potentially threatening signals.
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Signal 914 MHz

The signal at 914 MHz is clearly a video signal with sub-carrier audio. This can be identified by
the characteristic shape of the signal having a wide bandwidth center and side lobes resulting
from the audio sub-carrier. The shape of the signal may vary from room to room depending on
the changing video and audio near the device during the capture of each scan, but it is very
clear that this signal is much stronger in Room 4, followed by Room 3, compared to the other
rooms. And, looking closely at the graph, Room 1 has the lowest signal levels as expected.

ZIRFMapExample (C:\Documents and Settings\Tom\My Documents\REI-OPC\New Job\RFMapExample.OPCJob) * BE

File View OSCOR Help
X M TRACE ANALYSIS RF INPUTS | 370

e & o G QE ¢ B~ M- e Uikocked Y RFband |-| 3 000mHz - -
RFMaEcemple <907 1500 MHz 907.8500 MHz 9415500 Mz 5
=[] Files
= [l RF Trace Fies 071500MHz  PO88s00MHz 105500 WHz 1225000Hz P13 8500 MHz 156500MHz  P17.3500MHz  B19.0S00 WHz 1207500 MHz 224500 Mz 2
RF hap Room 1
RF Map foom 2
RF Wap Room 3
RF Wap Room 4
1M RF Pesk Ret

=) RF Frigndly Reference Trace Flles
(I R Map Frienclly
Signel Fles

M | ﬁﬁ

Since the Peak data was stronger in the Room 4, the signal was then easily found by turning on
the OSCOR video monitor, demodulating the signal and studying the video image to locate the
camera. Additionally, the OSCOR RF locator probe could be used to locate the source of the
RF transmitter. Next we will move on to investigate the remaining potentially threatening signal.
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Signal 1013 MHz

The signal at 1013 MHz also appears to be a video signal based on its shape (wide bandwidth
center and side lobes resulting from the audio sub-carrier). The strongest trace level for this
signal indicates that the transmitter is located in ; It is important to note that Room 1 has
the second highest level for this room, even though Room 3 is basically the same distance from
the transmitter. This results from the location of the doors. Room 1 and have doors that
are in close proximity and the doors were open during the sweep so that there was little
attenuation (signal loss) between Room 1 & , and there would be greater attenuation
(signal loss) through the wall between & Room 3.

&

2Job Managem... (X ™TRACE ANALYSIS RF INPUTS | 403 - X
R & WA QA G B - 1 - esUnloked Y RFbond || B a000MH -
ReMepExamile 1001.3500 WHz
=[] Fles
=[] RF Tracs Fies 001 3%0WHz  [0037500MHz  [I00GAS00WHZ  [1D0GES00WHZ  JOT0OS00MHz  JO153500MHz  [OISTS00MHZ 1181500 MHz (10205500 MHz 10229500 Mhz
R Map Room 1
[Z]1M RF Map Room 2
RF Map Room &
RF Map Room ¢
[0 RF Pesk Ref
B @ RF Friencly Reference Trace Files
10 RF Map Friencly
Signl Files

1032.8000 MHz 1049.4500 MHz 5

\&“T

Since the Peak data was stronger in the , the signal was then easily found using the RF
locator probe.
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Additional Signals Discussed for learning purposes

The previous discussion covers all of the signals that were identified as potential threats based
on the difference mode. However, within this band there were additional signals that merit
discussion. One example is the signals associated with television broadcasts as shown below.

™ TRACE ANALYSIS RF INPUTS | 2909
QE® ¢O E- M- esUdocked T AFbad +| 37 000MH: -

<728 7000 MHz B0 3500 Mz »

237000 MHz 31 2000 MHE ‘27000 Mz HON0ME  PISTOOMHT P37 000 MHD 367000 Mz 40 2000 MHz 41 7000 Mz $I2000ME P44

= [ FF Fraenddy Retesene Trace Fies
1[0 RF Mg Frierdy

[ SgnatFies Ideo

Portion Color Audio
A Burst Portior
~

)

12 ; igem XJ ™ TRACE ANALYSIS RF INPUTS | 2933
kDR & WER QEAE ¢ B - M| enUloked Y AFbod =] B 000MH: -] [
B RMcEunncs 791 B0 My 792.3500 MHz 17 4500 Mz »
= ]Fes
= [l BF Trace Fies THOIM  [4iGS00ME  1000M:  [ES0s00MH:  [WGE000ME [ OAONE  [ei000mz T ] T R
11 ¥ Map Room 1

] B8 ¥ Map Froom 2
(=1 RF Mag Rotm 3
10 FF Meg Room 4
C1E3 ¥ Pesk Ret
= [ B Foiemesy Reterece Trace Fies

1M ¥ mags Friencty V| de(

(£ SiraiFies Porti Audi

Portion

The two screen shots above each show two examples of different television signals, each signal
is comprised of 3 portions (labeled in each screenshot): the video portion, the audio portion
(standard NTSC television format has the audio signal 4.5 MHz above the video signal), and the
color burst portion which contains color information for the video. This characteristic shape
should be easily identified. But what is especially interesting about these two plots is that these
two stations are coming from the same TV tower because the relative signal strengths for each
room are the same for both signals. Based on the map of the facility and the strong signal
strength in , it most probable that the direction of the TV transmission tower is North-
West of the target sweep building. These TV channels are easily classified by using the
Frequency database built into the OPC software.

[]

40



OPC . s _ :

These two television signals are from TV channels number 58 and 68 as shown below:

~/RFMapExample (C:\Documents and Settings\Tom\My Documents\REI-OPC\New Job\RFMapExample.OPCJob) * T”I:ﬂ?
File View OSCOR Help

= Job Managem... X
kKihDed & LEm @EE OO B~ Y- esUiloxcked F AFbad -] B 2000MH:

IS Frmacexample T13400001=
= () Fies

™ TRACE ANALYSIS RF INPUTS | 112 =13
¢| .

= [l RF Trace Fies 12,4000 Mz 24 6000 Mtz 35,8000 WHZ 47 D000 MHz 58 2000 MHz Fessoo0neiz a0 Booo mez e 8000 Mz BU3.0000 MHz 14 2000 MHz
=] RF Map Room 1
)1 RF Map Room 2 Ch
5 nnel -
R s Chanpel

11 RF Map Room 4
I RF Pesk Ret
= [l FF Friendly Reterence Trace Fies

LI Training Signals

RS31| Date_Time
4% AN3Z00523200PM
%  4NI2005 ZIZ00PM
A0% 4N 32005 2:3200 PW
8%  4N32005 24400 PW
2% ANI2005 23200 PW
AN32005 23200 PM

ABNOf  B5BS9SONMz Friendly

The next figure is a different TV station (channel 52) that has the strongest trace level in Room 1
and the weakest in Room 3. This indicates that this TV station is definitely from a different tower
and the tower is probably in the North-East direction.

& Job Managem
kDl & W EEENER) 18 v es Unlocked | ¥ RF.band |~ | B 3000 ke |-

RFMapExample <698 2000 WHz 699,3500 MHz 7148500 hHz »
=1 Fles
= [l RF Trace Files
RF Map Room 1
RF Map Room 2
RF Map Room 3
RF Map Room 4
1 RF Peak Ret
= [l RF Friencly Reference Trace Flles
10N RF Mg Friendly
Signal Files

982000 MHz ~ P9EO500MHz  P997000MHz  FO0.4500MHz  FO1 2000MHz  FO19500MHz  FO27000MHz = F034500MHz  FO42000MHz  FO48500MHz  FOS7000MHz O
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Conclusion

As the distance to a transmitter is decreased, the received RF energy will increase, providing a
tremendous advantage for locating eavesdropping transmitters with the proper methodology.

With the proper equipment and methodology, RF Mapping and the OSCOR/OPC System
described in this document provides a procedure for quickly gathering important information
regarding potentially threatening RF signals, including information about localizing the source
and direction of both threatening and non-threatening transmissions.

Furthermore, this detection methodology is not dependant on demodulating the RF signal to
determine whether it is a threatening signal, making Trace Analysis and RF Mapping equally
useful for analog and sophisticated digital signals.

The OSCOR RF trace analysis methodology is a new approach that further advances the state-
of-the-art in RF sweep analysis.
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Appendix A
The general form of the equation that describes RF propagation path loss is:
LS
" (4nR)2La

Where:
* P_= Transmit Power
* P.= Power at Receiver
* R = Range (distance)
» A = Wavelength of Transmission
e La = Atmospheric Loss (Propagation Medium)

The theory of Inverse Square law basically comes from the mathematical model of taking a
single point source radiator that radiates in a perfect sphere and calculating the change in
energy density of the surface area of the sphere as the radius of the sphere is increased.

: Area =’
Equivalent
in area

r

Figure: Antenna Theory, Analysis and Design, Constantine A. Balanis, 1982 Harper & Row.

As the distance from the transmitter is increased, the received power decreases with the square
of the distance. For example, if the distance from the transmitter is doubled, the power decrease
is quadrupled.

More importantly, in the most useful terms for TSCM, if you half the distance to a transmitter, the
signal level increase is quadrupled.

In a large open area (for example an open field of several acres, or a ideal laboratory
environment), this theory works fairly well. However, in the TSCM world, which deals with indoor
office spaces, the Inverse Square Law is affected by other complicating factors, some of which
include:
1. Propagation through building material causes energy loss. As a general rule, ranking
building material from most attenuation to least is: Metal, Masonry, Wood, and Glass.
a. Metal acts as an RF shield and will greatly reduce RF energy inside a building.
b. Concrete, Brick, and Mortar will also cause RF attenuation but it depends on the
thickness of the material, structural metal, and the grounding of the structure.
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2.

44

c. Wood will also provide some attenuation but not as much as Brick and Mortar.

d. Glass provides very little attenuation.
Metal structures such as filing cabinets, steel beams, door frames, drop ceiling grids,
furniture, heating and cooling systems create reflections, diffractions, and scattering,
which do not adhere to the basic Inverse Square Law principle. Therefore, when taking
trace data in a room, the OSCOR should be placed in the center of the room, as far from

metal structures as possible.
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OPC Quick Start Exercises

This section is intended to provide some very short exercises that will help the user quickly gain a
working knowledge of some of the more basic functions and procedures. This section is not intended to
provide complete explanation of either the suggested procedures or all of the OPC functions. In these
exercises, a single transmitter is used simply for demonstration. The device used is a low power digital
device at 420 MHz with a bandwidth of approximately 500 kHz. It is recommended that the user obtain
some type of commercially available transmitter and duplicate these exercises understanding that the
frequencies will be different and the spectrum displays will look different due to the nature of the different
environment and different transmitter. Also, the OPC colors that were used in these exercises were altered
from improved printing display. The default colors will not be the same as you do the exercises. Finally,
these exercises assume that you have a basic knowledge of the OSCOR and its functions. The main
emphasis of these exercises is to describe the basic concepts of trace analysis as they relate to comparing a
Friendly Trace spectrum to a Peak Trace, and also to introduce the concept of RF mapping. If you do not
have a working knowledge of OSCOR functions, it is recommended that your first review the Quick Start
Exercises in the OSCOR manual.

Some Important observations regarding the OPC display.
e The Top Portion of the screen is the Analysis window for the PC and shows data that is stored in
File or retrieved from the OSCOR.

e The bottom portion of the Screen is purely the direct OSCOR display and controls.

QuickStart |C:Wocemests and Seltings\Tomiby Docums ntaWED - DPCWuickStart DPCJok) *
Fio ViR b

( 7  [TRAGE AMALYSES RF IPUTS | 5 Lo \
POEE & nER G Q& OO M- 2 - esUnioched T Afbund o] B0 -] | - o]
F.isa'g,i' s 1620,0500 MHz TEE.0000 MH; 0010000 Gher
File
Tree i OPC
I Analysis
pJ Window
4
Difference R
Menu

Misc.

OSCOR Controls

Interface
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Exercise 1 — Peak Minus Friendly Trace Analysis .
The purpose of this example is to show the basic steps and OPC controls to
e Load a Friendly trace
e Capture a Peak trace
e View the difference mode
e Zoom in to a signal and analyze that signal.

Note: Before starting exercise, you will need a test transmitter, do not turn on yet. This exercise uses a
device at 420MHz.

1. Turn on OSCOR and PC separately
2. Properly Connect cable to PC USB and then to OSCOR USB.
a. Start OPC software
b. Click on New Job
c. Name Job as desired
3. Default span should be Whip Hi
a. Have test transmitter ready to turn on later
b. Color Scheme of screen shots will not match defaults. Color scheme was adopted to
improve the printed view.

{2 QuickStart (C:\Documents and Settings\Tom\My Documents\REI-OPC\QuickStart.OPCJob) *
File Yiew OSCOR Help

le D&d & /W& -| @ Unlocked | ¥ RF band - | 0 3000MHz |- | |
GuickStart FEnEDi 1620.0500 MHz 755.0000 MHz 30010000 GHz =
= Oscor 1007

= [ RF Traces 0.00 kHz [B00.1500 MHz B00.2500 MHz 00,3500 MHz 200.4500 MHzZ 5005500 MHz 8006500 MHz 1007500 MHz — [400.5500 MHz 7009500 MHZ

Rea
=] Signal List
F1 A signals
= Files
RF Trace Files
RF Friencly Reference Trace Files
¥ signal Files

Il DIFFERENCE

5.0000 MHZ

‘
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Note: the Control Buttons at the top of the Analysis window control the Analysis window. You can also,

Right-Click on the screen to adjust the background color and access most of these same controls. It is
suggested that you try these functions.

| @ Unlocked ¥ AF. band |~ | ¥ 3000 MHz | - |

\ 1 X
Noise Lock PCto \ Y \

Number of pequction OSCOR Input

Zoom and Bandsto Selectrr  COntrol Span to Whip or

Up/Down Display or MDC display Elscone

Functions 1,500 or ntenna
3,000 MHz

Note: the Analysis Window only shows data in 50KHz resolution. Therefore, the analysis
window should only be used for higher frequency inputs such as Whip, Discone, and MDC.

c. Click on “Number of Bands to Show” and select 3, 4, or 5. This makes it easier to see the
spectrum.

d. Click on the Lock button to Lock the OPC to the OSCOR.

Z QuickStart (C:\Documents and Settings\Tom\My Documenis\REI-OPC\QuickStart.OPCJob) *

File View OSCOR Help

T-;T_:_‘_.‘.‘ agement RACE ANA R P o OSCOR 100 ]
e DEd S mE R G686 (D HE- B -Jeo  Loked| F 3000 i
ES Guickstart 000 1tz 842.2500 MHz 755.0000 MHz 1505.0000 Wtz >
= Oscor 1007
f E:F o 0000 bHz 2.5000 MHz 10,0000 MHz 17,5000 MHz 550000 MHz  1925000MHz  Ea00000MHz  por.S000MHz  BOS.0000 MHz 42 5000 MHz
Peak
Friendlly
i RealTime
= [ Signal List
[Z18 signals
g Files
P RF Trace Files "
FF Friendly Reference Trace Files el 4 L
B signa Files 00000 hHz 175000 MHz  #55.0000 MHz G25000MHz 300000 MHz  B67.S000NMHz  F0S 0000 MHz 425000 NHz  PE000DDMHZ 175000 MHz
4
55.0000 MHz 92,5000 MHz 30,0000 MHz 67,5000 MHz 050000 WHz  P42S000MHZ  B60.0000 MHz 0175000 WHz 10550000 MHZ (10925000 MHz

i ntA il

|1 30.0000 MHz 167.5000 MHz 205.0000 MHz 2425000 MHz 260.0000 MHzZ 37 5000 MHz

3550000 MHz 392.5000 MHz. 430.0000 MHz 4675000 MHz

DIFFERENCE

Mn‘uﬂ i, L |

i “ i J\‘nhL. ‘ L I

50000 MHz 755.0000 MHz 1505.0000 MHz B | | o | | @% | 2
—
Memory Show Traces
o —
Cliesime
=z |
RFAnftip 250 FM < S S iy
03COR #1007 || Manual [sweer [[Span: 15000000 MHz JCursor: 755 0000 MHz =
+3 start cewmBEHEEE>RG DhorcqQ.. | C.adebe.. | B orcor.. | [@Inbox-.. | 8% \Reids..
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4. Click on “Show Auto” to open the Automatic Set-up
a. Select Load Friendly
b. Check Clean Start-Erase All
c. Collect Traces Only
d. Click “Start” then “Yes” to proceed.

Auto Mode Start Options

i Load v Clean Start-Eraze All

Friendly
" Collect Traces and Signals
N ~ Auta
E Search { Collect Traces Only Far
(1

G2l ED L rlﬁﬁm IS

5. Allow the OSCOR to Capture Friendly trace data until at least 1 Cycle has been completed. This is
indicated by the log and the Auto mode display as shown below. Click on “Stop Auto” and then
“Hide Auto” (It is the same button that is relabeled).

Dz E & [6/21/2005 11:43:00 A4 Input Changed to RF Awhip Hi
Logging of Ao Mode = active [o/21/2009 11:43:00 AW Peak cycle count 0
B/21/2005 11:43:00 AM Input Changed to RF/Discone
ly wvh cted to OPC
Iy WHE ERMEEEEIOERE et 2005 114300 AM - pemkipecbtbgocblcniidiipd
B/21/2005 171:43:00 Ak Friendy cycle count 1
£/21/2005 11:43:00 AM

Sl e B/21/2005 11:44004M  Input Changed to RF/Discons
OSCOR-1007-Log rf

6. Turnon a Test Transmitter. The Test transmitter used in this example was a low power digital
transmitter at 420 MHz.
7. Click on “Show Auto” to open the Automatic Set-up
a. Select “Auto Search
b. Check “Clear Peak Trace”
c. Collect Traces Only
d. Click “Start” then “Yes” to proceed.
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EiAEEEEE IR
Auta Mode Start Optionz

~ Load v Clear Peak Trace

Friendly
" Collect Traces and Signalzs
i At
Search {+ Collect Traces Only bar

Lo s

8. Allow the OSCOR to Capture data until at least 4 Cycles are complete. Click on “Stop Auto” and
then “Hide Auto” (It is the same button. The “Hide Auto” but simply returns the original default
menu. You should notices that under the Show traced menu, the Peak Protected box is now
checked to ensure that this Peak data is not overwritten if the OSCOR is moved to another
location).

9. Click on the Difference Display to turn on the difference mode. The Graphic display shows the
result.

{2 QuickStart (C:\Documents and Settings\Tom\My Documents\REI-OPC\QuickStart.OPCJob) *

File ¥iew OSCOR Help

= — : ]

el D & mEm Qe g =H- V- [ [
e | 423.6500 MHz 415.0000 MHz 1505.0000 MiHz »

Mais# Reduiction On|
=M Oscor 1007
LI RE Traces 000 hHz 25000 MHz 0. 0000 hiHz 47 5000 hHz 55 0000 hHz 925000 hHz 30,0000 hiHz PET 5000 WHZ 05 0000 hiHz 425000 MHz
Peak
Friendly
RealTime
& B8 Signal List
¥ B signals
B Files
[ RF Trace Files e U T . -
RF Friendly Reference Trace Files v i
Signal Flles 00000 Mz fi17 5000 MHz #55.0000 MHZ 92,5000 MHz 530.0000 MHz BE7 5000 MHz FOS D000 WHz 42,5000 MHz 00000 WHz 717 5000 MHz
B i 4 .
55,0000 MHz F52.5000 MHz 30,0000 MHz B67 5000 MHz B05.0000 MHz B4 25000 MHz B0 0000 MHz 017 5000 MHz 055 0000 MHz 052.5000 MHz
i b
e i ldi—+

130.0000 MHz 167 5000 hHz 205.0000 WHz 242.5000 MHz 2300000 hHz 317 5000 WHz 355.0000 MHz 352.5000 MHz 430.0000 WHz 467 5000 MHz
< >
IEd DIFFEREMCE

STYLE: Standard
CSCOR 1007-peak - OSCOR 1007-frnd

ol i

415.0000 MHz

05COR #1007 || manual |sweep span: 15000000 MHz JCursor: 755.0000 Mz

72 start cewmEBEmEEE>mEG  [Shoco. | Cladbe. |Hopco.

10. To enhance the view of the newly detect signal, click on the Difference Only Format under the File
tree structure.
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FRF Trace Files
FRF Friendly Reference Trace Files
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11. Now that a new signal has been identified, this signal can be quickly analyzed. The following steps
should be taken to zoom in and evaluate the signal.
a. Turn off the multiple bands and return to 1 band.
b. Drag across the signal of interest to zoom in on that signal.
c. Turn the Difference Mode off so that you can see the real-time display data from OSCOR.
d. Click on the Analyze label and turn up the OSCOR volume if you wish to listen to this
signal.

il TRACE ANMALYSIS RFE INPUTS locked onto OSCOR 1007 | 39070

4514500 MH=
oS o000 rb= Fes 0000 M= o= .o

= o000 habi= S= o000 rb=

TITII
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| QuickStart (C:\Documents and Settings\Tom\My Documents\REI-OPCAQuickStart, OPCJob) * / Merophone #AT0s B 7 [= )[@)X]

File ¥iew OSCOR Help
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Friendly
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B signals
=g Files
RF Trace Files
RF Friendly Reference Trace Files
B8 signal Files

4183500 MHz 420.6000 MHz 421 B500 MHz Deviation

OSCOR #1007

This particular signal was from a digital transmitter with approximately
500KHz bandwidth. It has no analog modulated audio and therefore you
cannot use the OSCOR OTL device to locate the signal. At this point, the
method to locate the transmitter is to remove the RF Locator probe from
the OSCOR, and use the RF Locator method to locate the transmitter in
the room.
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Exercise 2 — RF Mapping Trace Analysis .

This exercise is designed to introduce the concept of RF mapping, and to provide a more realistic example
procedure that may implemented in a sweep. It assumes that there are 4 rooms to sweep. In this example,
the same transmitter from the previous exercise will be used, but the transmitter will be placed in an
unknown room location. The problem is to identify that a threat exists and then identify the room location
of the threat. It is recommended to read through this exercise completely, and then repeat the exercise
adapting it to your environment and available transmitter by having a friend hide a transmitter in a nearby
office, and attempt to locate the transmitter using the same method described herein.

For this example the following room layout was used.

Location of /] ﬁ l 1 2
Transmitter [\ o l

AN N
vl e
T S

Room ROom

3 @ l"r

Outside Brick Wall

l Outside Friendly
Trace

1. Setting up OPC to prepare for a sweep.
a. Turn on OSCOR and PC separately
b. Properly Connect cable to PC USB and then to OSCOR USB.
i. Start OPC software
ii. Click on New Job
iii. Name Job as desired
c. Default span should be Whip Hi
i. Test transmitter should be available to use later, but turned off.
ii. In this example, the color Scheme of screen shots will not match normal OPC
defaults. This color scheme was adopted to improve the printed view.
d. Click on “Number of Bands to Show” and select 3, 4, or 5. This makes it easier to see the
spectrum.

52



OPC.sc:

e. Click on the Lock button to Lock the OPC to the OSCOR. This is not required, but
recommended to minimize confusion between the OPC analysis screen and the OSCOR
display screen.

f.  Turn on the bug in one of the rooms. (Room 1 for this example).

Note: In this exercise, we recommend to Load Friendly Signals as well as loading Friendly traces.
This provides a good report data and reference signals for comparison and signal analysis if

necessary.

2. Loading and Saving Friendly Signals - Take the OSCOR outside of the building to Load Friendly.
a. Start Load Friendly

i
ii.
iii.
iv.
V.

Vi.

Vii.

Click on “Show Auto” to open the Automatic Set-up
Select Load Friendly

Check Clean Start-Erase All

Collect Traces and Signals Only

Click “Start” then “Yes” to proceed.

uﬁﬁm e A

FEET 1

Stop Load Friendly - Allow the OSCOR to Capture Friendly Signal data until at
least 1 Cycle has been completed. This typically takes between 15 and 40 minutes
depending on the number of signals in the ambient environment. The number of
cycles is indicated by the log and the Auto mode display as shown below. Click on
“Stop Auto”.

Show the Signal List — Click on the “Show/Hide Signal List” Button as indicated in
the figure below. These buttons toggle the various display windows On and Off.
You may wish to try then all to see the various screen options.
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b. Save Load Friendly Signals to file - After Capturing the Friendly signals, it is important to
save this Friendly Trace to the PC to keep as a reference. This is accomplished by putting
the mouse on the Friendly Trace listed in the File tree and Right-Clicking to bring up the
“Save As” menu. Type in a File name and enter OK.
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RF Traces
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c. Classify Friendly Signals — The OPC software has a built-in database of the ITU
(International Telecommunications Union) frequency bands and Regions.
i. Click on the Frequency band information button.
ii. Select the region of interest and select OK.
iii. Inthe USA, you can select FCC to get further specific signal information.

Documents and Setting N D nts\REI-OP endlySigna E

= E =] =5 & %] !g @ FriendlySignalList ~ | Show Al - Signal List downlogded from OSCOR-1007 showing 75 signals)
Sl Input ‘ Detnod V Aftn L i " L ! ; Cotmment ~

RF. A 15kHz  Attn O EAUED = AL Loaded Friendly

RF... &M 15 kHz  attn O Loaded Friendly

RF... Fhwicde 250kHz Attn O . Loaded Friendly

RF.. FMwide 250kHz atnof [V BaseClassification |ITU Region 2 =l Laaded Friendly

RF.. Fl'Wide 250kHz AttnO Loaded Friencly

FF.. FMwide 250kHz atno] [ Custom Classification ‘ Loaded Friendly

RF.. FM'Wide 250kHz AttnO Loaded Friencdly T

RF.. FM'Wide 250kHz AttnO Loaded Friencdly

RF.. FMWide 250kHz Attn O oK Cancel Loaded Frigncdly

RF... FMWide 250kHz Attn O = = Loaded Friendly

RF. FMWice 250 kHz  Attn O Loaded Friendly

FMhide 250 kHz  attn OFf 90 5950 MHZ _Friend i} 72005 11 26.00 A1 il Loaded Frienc
RF FrWide 250 kHz  Attn Off 9N m
RF.. FMWide 250kHz AftnOff 91 = S aF

RF.  FMide 250kHz AftnOff 91

RF. FMiide 250kHz Atinoff 93 |3elect County -l | Cancel

RF. FMide 250kHz AftnOff 93
RF.. FMiide 250kHz AftnOff 94
RF.. FMiide 250kHz AftnOff 94
RF.. FMiide 250kHz AftnOff 98
RF.. FMiide 250kHz AttnOff 98
RF.. FMiide 250kHz AttnOff 101

Al CECEIC NN EEEEEEEEEELR
2
@

Traces

ﬂ Signal Analysis - C:\Documents and Settings¥Tom¥My DocumentsIREI-OPC\FriendlySignall ist.signal *

& 2] 5|0 82 B FriendySignallist - | ShowAll - @s| Signal List downioadd from OSCOR-1007 showing 75 signals|
[ nput | Demodd | Band.. | Attn | Freguency | Thrt_.. | RSS|| Date_Time [ Count | classification Comment ~

@ RF . FMiAide 250kHz AtnOff 1512550 MHr Friendly 1%  7/4/200511:32:00 AM 1 Fixed, Marfiine Mobile  Loaded Frisndly

I RF.. FMide 250kHz AfnOff  151.9750MHz Friendy — 25%  7/1.2005 11,3200 &M 1 Fixed, Marfiime Mokile  Loaced Friendly

I RF.. FMide 250kHz AnOff  1525350MHz Friendy  10%  7/1.2005 11,3200 &M 1 Fixed, Marfiime Mokile  Loaced Friendly

I RF . FMiAide 250kHz AttnOff  1535150MHr Friendly  10%  7/4.200511:32:00 AM 1 ater and Power Ltiiti... Loaded Frisndly

I RF . FMiaide 250kHz attnOff 1558950 MHr Friendly 7% 7/.200511:32:00 AM 1 Fixed, Marfiine Mobile  Loaded Frisndly

W RF. FM\ide 250kHz AfnOff  158.8050MHz Friendy — 23%  7/12005 11,3200 &M 1 Locel Government Loaded Friendly

I RF.. FMiide 250kHz AfnOff 1601850 MHz  Friendly 8% 72005 11,3200 AM 1 Mutor Carrier Trucks Loaced Friendly

I RF . FMiaide 250kHz AttnOff 1638950 MHr Friendly  18%  7/.200511:33:00 AM 1 (mostly various US Go..  Loaded Frisndly

I RF . FMiaide 250kHz AttnOFf 1655150 MHr  Frisnd 42005 11: 3300 AM 1 (mostly various US Go..  Loaded Frisndly

W ORF. FMide 250kHz AtnOff 1 1 1 (mostly various US Go...  Loaded Friendly

W RF. FMWide 250kHz AtnOff 1 1 1 tmostly various US Go...  Loaced Friend!

I RF . FMiAide 250kHz attnOff 1 Frequency 1 1 E/HF T eh T Loaced Friendl:

 RF . FMiaide 250kHz attnOff 1 ifi ; 1 WHE TV Ch.7 Loaced Friendly

W ORF. FMide 250kHz AtnOff 2 Classifications i 1 WHE TV Ch. 11 Loaded Friendly

W ORF. FMide 250kHz AtnOff 2 1 1 WHE TV Ch. 11 Loaded Friendly

I RF . FMiAide 250kHr attnOff 2053050 MHZ  Frisndly 3%  7H 2005 11,3400 AM 1 WHF TV Ch.12 Loaced Friendly

M RF . PMide 2Sdkir AttnOff 2158850 WHr  Friend) 0% 702005 11:35:00 A 1 wHF T¥ Ch 1 | oades Friend

d. Hide Signal List — Click on the “Show/Hide Signal List button” as discussed above (or
click on the X button in the window).

e. Note: If the signal list is checked in the file tree, then a small icon will be displayed in the
trace analysis window above each signal to indicate that it is in the database. A friendly
signal will be designated with an “F”
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 Label
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Note: The process of loading Friendly signals also produces Friendly trace data; however, the number of
traces is only equal to the number of cycles. If you run a “Trace Only”” Load Friendly, then logging
signals is ignored and you can capture many traces at a much faster rate producing a more accurate
Friendly Trace spectrum which will generate a better representation of intermittent signals such as
pagers, mobile radios, mobile phones, etc..

3. Loading and Saving Friendly Traces
a. Loading Friendly Traces
i. Click on “Show Auto”
ii. Select Load Friendly
ii. Un-Check Clean Start (You do not want to erase the previously saved Signal data,
however, even if you do, you have saved this signal data to the computer and it is
not lost.)
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.

2.
EdEAEEE 1K

At blode Start O ptionz

o Loadd [ Clean Start-Erase &l
P .

Friendly

=, LI
Search

Hide Auto
—

b. Allow the OSCOR to Capture Friendly Trace Data for as long as possible. Since the traces
data for the default inputs (Whip Lo, Whip Hi, and Discone) should only take about 50
seconds per cycle, it only takes a few minutes to gather several cycles. This is indicated by
the log and the Auto mode display as shown below. Click on “Stop Auto” and then “Hide
Auto” (It is the same button that is relabeled).

[ &S| [PC Time: 6/21/2006 2:31:59 PM
Logging of Auto Mode = active || 042142005 2:31:00 PM  Start Auto Mode and capture traces only.
672172005 2:31:00 PM Peak cycle count 0
Iy weh cted to OPC

UL S e Input Changed ta RF Awhip Hi
Input Changed to AF/Discone
_ Input Changed ta AF Awhip Lo

Current Log File: £/21/2005 23200 PM Peak cycle caunt 1

OSCOR-1007-Log.Hf

| Stop Auto |

c. Saving Trace Data to File
i. Put the mouse on the Friendly Trace listed in the File tree and Right-Clicking to
bring up the “Save As” menu.
ii. Type in a File name and enter OK.
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IiE: Em & Job Management X
I S ] 2 =
kK DEd & mAm ® Q DDH@E ®Qa e <
CickStart
QuickStart =5.0000 o ooy OSCOR |
= Oscor 1007 &5 J RF Traces
=-JHl RF Traces 2058 eak / Internal
Fesk Frisndly trace files
Fry RealTime
Rm = I Signal List
=l Signal Lig & Frint this I8 signats
~IH si = Files
= Fil [T Color RF Trace Files
£ res 5 P g = RF Friendly Reference Trace Files
RF Trace CEEE RF Map Friendly RE0.0000 MHz
= [ E'; @ Heb File:s — Signal Files \
B8 signal Files
New File saved
to PC

Il
4. Capture Peak Trace Data in Rooms of Interest — Take OSCOR to each room of interest and repeat
these steps:
a. Capture Peak Trace Data of a Room
i. Click on “Show Auto” to open the Automatic Set-up

ii. Select “Auto Search
iii. Check the “Clear Peak Trace”
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.

|W||’Pﬁf|ﬁ@ @35! @ = |

Auto Mode et

Load [v Clear Peak Trace Start
Friencly
" Collect Trage= and Signals

i« Collect Traces Cnly

vi. Allow the OSCOR to Capture Peak trace data for as long as possible or until at least
4 Cycles have been completed.
vii. Click on “Stop Auto”.
b. Save Peak Trace for Room - Right click on the Peak Trace File from OSCOR and select
“Save As”. The filename that you enter should reflect specific room locations.
c. Stepsaand b, should be repeated in each of the 4 rooms so that Trace data is saved for each
room of interest.
5. Analyze Trace Data
a. Prepare Analysis Display
i. Right Click on each saved trace to specify a trace color. For this exercise the colors
of these traces were chosen to match the color code on the room map at the
beginning of this exercise.
ii. Hide the OSCOR display using the show/hide buttons (or click on the OSCOR
window to hide it.)
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Il DIFF

b. View Difference Spectrum of Peak minus Friendly
i. Select a Room to use for first analysis (Room 1)
ii. Un-select other rooms
iii. Select Friendly trace to view
iv. Select Difference Mode — You may need to click on Peak trace (Room 1) first and
then the Friendly trace to ensure that it is Peak-Friendly and not Friendly-Peak.
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{Z& Job Management
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In this Difference view, it is easy to identify a Signal at 420MHz that indicates a large difference between
the two traces. Also, this difference does not correspond to any stored friendly signals. Therefore, this
signal should be analyzed.

c. Zoom in to suspicious signals — Click and Drag across the signal of interest.

d. Change the number of display bands to a single band.

e. Turn off the Difference view.

f. Turn each of the Rooms View ON by clicking on the appropriate trace file box in the file

tree.
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Referring back to the original room layout:

1 2
‘ N

Location of
Transmitter

2
>

Outside Brick Wall

‘ Outside Friendly
Trace
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6. Analysis Observations:

e This trace analysis clearly shows that the signal is strongest in Room 1 followed by Rooms 2,
3, &4

e The transmitter is in Room 1 or is located in the North-West direction from Room 1. In this
case, the transmitter could be found using the OSCOR RF locator probe in Room 1.

e Room 2 appears to be about the same distance from the Transmitter as Room 3, but Room 2
only has 1 wall separating from the transmitter therefore, Room 2 has a stronger level than
Room 3.

e Room 4 is the furthest distance from the transmitter, however, the door alignment between the
transmitter and the Room 4 OSCOR location is such that Room 4 signal level is almost as high
as Room 3.

7. Print Reports
a. Save the Log File
i. Click on “Show Auto” (if the auto mode menus are hidden.)
ii. Clock on the Save or Print Buttons to preserve the Log File Data.

| 7/6/2005 2:12:00 PM Input Changed to RFDiscone
TAE/2006 2:12:00 PR Input Changed to RF Ax'hip Lo
FABA2005 212:00 PM Peak cycle count 1
orly when connected 1o OPC | et o005 2-12-00 Ph Irput Changed to RFAuhip Hi
FA5/2005 2:12:00 PM Input Changed to RFDiscone
current Log File: F/6/2005 2:12:00 PM  Auto mode stopped by user.
il 7/6/2005 2:12:00 PM Input Changed to RF Awhip Lo
OECOR-1007-Log.Hf

b. Open the Signal Lists by pressing the Signal List Button (The signal lists muStBe displayed
in the analysis window to be printed.

c. Click on the Print Button to open the Print dialogue. (Note: Individual lists and files can be

L.printed by right-clicking on the file tree.)
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Some other useful OPC Functions

Data Control Functions — These buttons provide a quick method for controlling and transferring the data
that is stored in the OSCOR or the PC as well as some additional controls.

|E o [ [l | Bt | R

TTTIUN e

Configure

Files F|Ies to Files Retrieve Audio
OSCOR OSCOR cControls
Data

OSCOR Peak Protected Function
Whenever the “Peak Protected” is displayed in the OSCOR screen or checked in the OPC display as
shown below, the Peak Trace mode is disabled. Whenever an Auto mode (Peak Trace Capture) is stopped,
the Peak Data is automatically protected and not new data is added to Peak trace data. This function is
built into the OPC/OSCOR normal operation to prevent the accident of moving the OSCOR to a new
location before saving the peak data to file.

|

==
|
I

ST Do iU

Update OSCOR Time Clock
Click on the Tool Button and click on the appropriate Functions of interest.
| S10SCOR # 1007 Configuration g|

— Status l Mate ] Automace ] Defaults ]

QSCOR #1007 Wersion and Contact Infarmation

OSCOR Program Key wersion 5.0104
For assistance contact your dealer or
RESEARCH ELECTROMICS INTERMATIOMNAL
455 Security Place +1 931-537-6032
Algood S0 net

OFR #1007 DatesTime Setting
=3 Synchronize the O5COR Clock with the PC Clock.

ll 1520 7502005

QSCOR #1007 Securlty Setng

v This OSCOR is unsecured and can be operated
=] manually .

[This OSCOR can be secured to reduce the rizk of tampering.
[This: might be done, for example, during in-place monitoring.
en secured, the OSCOR display is masked and its keybhoard

noperable.
CSCOR #1007 Ok m
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Recommended Consolidated RF Mapping Procedure

1. Setting up OPC to prepare for a sweep.
a. Start OPC and Connect to OSCOR.
i. Click on New Job
ii. Label Job as desired

b. Click on “Number of Bands to Show” and select 3, 4, or 5. This makes it easier to see the
spectrum.

c. Click on the Lock button to Lock the OPC to the OSCOR. This is not required, but
recommended to minimize confusion between the OPC analysis screen and the OSCOR
display screen.

d. Turn on the bug in one of the rooms. (Room 1 for this example).

2. Loading and Saving Friendly Signals - Take the OSCOR outside of the building to Load Friendly.

a. Start Load Friendly

i. Click on “Show Auto” to open the Automatic Set-up
ii. Select Load Friendly
iii. Check Clean Start-Erase All
iv. Collect Traces and Signals Only
v. Click “Start” then “Yes” to proceed.
vi. Stop Load Friendly after at least 1 Cycle has been completed.
vii. Show the Signal List — Click on the “Show/Hide Signal List”
b. Save Load Friendly Signals to file - Right-Click on OSCOR Signal List to “Save As”.
c. Classify Friendly Signals
i. Click on the Frequency band information button.
ii. Select the region of interest and select OK.
ii. Inthe USA, you can select FCC to get further specific signal information.
d. Hide Signal List
3. Loading and Saving Friendly Traces - Take the OSCOR outside of the building to Load Friendly.
a. Loading Friendly Traces
i. Click on “Show Auto”
ii. Select Load Friendly
ii. Un-Check Clean Start (You do not want to erase the previously saved Signal data,
but if you have not previously loaded Friendly Signals you should Check Clean
Start to make sure that you are not mixing data from another sweep.)
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.

b. Allow the OSCOR to Capture Data as long as possible. Click on “Stop Auto”.

c. Saving Trace Data to File — Right Click on OSCOR Friendly Trace to “Save As”

4. Capture Peak Trace Data in Rooms of Interest — Take OSCOR to each room and repeat steps:

a. Capture Peak Trace Data of a Room

i. Click on “Show Auto” to open the Automatic Set-up
Ii. Select “Auto Search
iii. Check the “Clear Peak Trace”
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.
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vi. Allow the OSCOR to Capture Peak trace data for as long as possible or until at least
4 Cycles have been completed.
vii. Click on “Stop Auto”
b. Save Peak Trace for Room - Right click on the OSCOR Peak Trace File to “Save As”
c. Steps aand b, should be repeated in each room of interest.
5. Analyze Trace Data
a. Prepare Analysis Display
i. Right Click on each saved trace to specify a trace color if desired.
ii. Hide the OSCOR display using the show/hide buttons if desired.
b. View Difference Spectrum of Peak minus Friendly
i. Select a Room to use for first analysis
ii. Un-select other rooms
ii. Select Friendly trace to view
iv. Select Difference Mode — Select order of Difference Mode (Peak-Friendly)

c. Zoom in to suspicious signals

d. Change the number of display bands to a single band for single signal analysis
e. Turn off the Difference view

f.  Turn each of the Rooms View ON

6. Analyze and Locate Signals of Interest
7. Print Reports
a. Save the Log File
i. Click on “Show Auto” (if the auto mode menus are hidden.)
ii. Clock on the Save or Print Buttons to preserve the Log File Data.
b. Open the Signal Lists by pressing the Signal List Button (Signal lists must be displayed in
the analysis window to be printed.)
c. Click on the Print Button to open the Print dialogue. (Note: Individual lists and files can be
printed by right-clicking on the file tree.)
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